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DETAILED ACTION 
Response to Arguments 
1 . Applicant's arguments with respect to claims 1-40 have been considered but are moot in 
view of the new ground(s) of rejection. 

Applicant argues at length with respect to the newly added claim limitations, "wherein 
the manipulation means comprises a demultiplexer and a fiUer configured to filter the data 
received by the receiver/decoder, and wherein the manipulation protocol changes the filter to 
extract specific components of the received data " Applicant also argues the new claim 
limitation in conjunction with various previously presented Umitations. However, upon careful 
consideration, the examiner respectfully submits that that the features upon which applicant 
relies (i.e., "that the filter is configured based on at least one parameter associated with a 
particular conditional access system") are not recited in the rejected claim(s). Although the 
claims are interpreted in light of the specification, limitations from the specification are not read 
into the claims. See In re Van Geuns, 988 F.2d 1 181, 26 USPQ2d 1057 (Fed. Cir. 1993). 
Specifically, the newly added limitation simply recites "wherein the manipulation protocol 
changes the filter to extract specific components of the received data ," this is distinct from a 
limitation that Applicant argues, namely "wherein the manipulation protocol changes the filter to 
extract specific components of the received data[, based on a particular conditional access 
system]." 
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Priority 

2. Acknowledgment is made of applicant's claim for foreign priority based on an application 
filed in Europe on February 4, 1998. It is noted, however, that applicant has not filed a certified 
copy of the 98400240.2 appUcation as required by 35 U.S.C. 1 19(b). 

Claim Rejections - 35 USC §103 

3. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 

4. Claims 1-3, 6, 12-13, 16-18, 21, and 27 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Wasilewski et al. (US 2002/0044658 Al of record) in further view of Tamer et 
al. (US 6,671,881 Bl). 

As to claim 1, note the Wasilewski et ai. reference that discloses a conditional access 
system. The claimed "means for manipulating data received by the receiver/decoder according 
to a manipulation protocol" is met by "DHCTSE 627 uses the entitlement information to 
determine whether DHCT 333 receiving the ECM has an entitlement for the instance of the 
service which the ECM accompanies; if it does, DHCTSE 627 processes the ECM, and provides 
the control word to service decryptor module 625 for decrypt and descramble services" 
(Wasilewski et al. [0139]; Provisional '575 [23:20-24:8]). The claimed manipulation protocol 
"which is configurable in dependence on the conditional access system" is met by "EMMs that 
modify an entitlement agent's authorization information are made in response to modification 
information 403 provided by the entitlement agent or required by the network operator. . . The EA 
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modification information 403 contained in the EMM goes, however, to EMM manager 407, 
which uses the information to modify the authorization information for the entitlement agent in 
DHCT 333" (Wasilewski et al. [0089]; Provisional '575 [16:1-1 1]). The claimed "means for 
storing parameters associated with the manipulation protocol" is met by .storage provides a 
place to store the entitlement agent's public key, the authorization information for the services 
and service instances provided by the entitlement agent, and the MSKs provided by the 
entitlement agent" (Wasilewski et ai. [0091]; Provisional '575 [16:25-17:8]). The claimed 
"means for receiving a command instructing configuration of the manipulation protocol in 
dependence on the conditional access system" is met by EA modification information for 
modifying the authorization information for the entitlement agent in DHCT 333 (Wasilewski et 
al. [0089]; Provisional '575 [16:7-9). The claimed "means for retrieving a parameter from the 
storage means in dependence on the command" is met by the EA modification information used 
for modifications including adding or canceling services provided by the entitlement authority 
and changing the conditions under which access to instances of a given service will be granted 
(Wasilewski et al, [0089]; Provisional '575 [16:7-11]) wherein retrieval of such data is inherent 
to its modification. The claimed "means for outputting said parameter to the manipulation 
means for use in configuring the manipulation protocol, whereby the manipulation means is not 
required to receive all parameters necessary to configure the manipulation protocol in 
dependence on all of the conditional access systems" is met by "DHCTSE 627 uses the 
entitlement information to determine whether DHCT 333 receiving the ECM has an entitlement 
for the instance of the service which the ECM accompanies; if it does, DHCTSE 627 processes 
the ECM, and provides the control word to service decryptor module 625" (Wasilewski et al. 
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[0139]; Provisional '575 [24:20-25:8]). Also note, that Wasilewski et al. reference discloses that 
the DHCTSE is functionally equivalent to a smart card wherein "DHCTSE 627 may be an 
integral part of DHCT 333 or it may be contained in a user-installable module such as a 'smart 
card'" (Wasilewski et al. [0190]). However, the Wasilewski et al. reference does not specifically 
disclose "wherein the manipulation means comprises a demultiplexer and a filter configured to 
filter the data received by the receiver/decoder, and wherein the manipulation protocol changes 
the filter to extract specific components of the received data." Now note the Tamer et al. 
reference discloses a conditional access filter as for a packet video signal inverse transport 
system. The claimed "wherein the manipulation means comprises a demultiplexer" is met by 
"[t]he detected frequency band may contain a pluraUty of time division multiplexed programs in 
packet form. To be useful, only packets from a single program should be passed to the further 
circuit elements. . .The programmable registers and the received SCED register are coupled to 
respective input ports of a comparator circuit 15, and the received SCID is compared. . .If the 
SCED for a packet matches. . .the comparator 15 conditions a memory controller 17 to route that 
packet to a predetermined location..." (Tamer 3:26-53), such functionality equivalent and thus 
meeting to the claimed demultiplexer. The claimed "[wherein the manipulation means 
comprises] a filter configured to filter the data received by the receiver/decoder, and wherein the 
manipulation protocol changes the filter to extract specific components of the received data" is 
met by "[a] further layer of coding may be instantly impressed on the entitlement information by 
including a conditional access code to permit/prohibit reception of the EMM and ECM data 
within respective packets, and thereby allow substantially instant permission/prohibition to 
certain programs. ..A matched filter or E-code decoder 30, is arranged to detect a subscriber 
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specific bit pattern within the 128 bit header. If a match is detected the decoder communicates 
with the memory controller 17 and the smart card 3 1 to make the remainder of the entitlement 
payload available... The conditional access codes may be periodically changed if the matched 
filter 30 is made programmable. These codes may be periodically provided by the smart card" 
(Tamer 5:1-31). Therefore, the examiner submits that it would have been obvious to one of 
ordinary skill in the art at the time the invention was made to modify the Wasilewski et al. 
receipt of EMM and ECM data by DHCTSE (smart card equivalent) with the Tamer et al. 
demultiplexer and filter programmable by smart card for the purpose of "allow[ing] substantially 
instant permission/prohibition to certain programs" (Tamer 5:10-11) and the receipt of 
programming using a transmission scheme capable of transmitting a greater number of 
programming choices. 

As to claim 2, the claimed "arranged to output said parameter to the manipulation means 
upon receipt of a command instructing output of said parameter" is met by DHCTSE referring to 
stored entitlement information to determine if DHCT has an entitlement to receive the instance 
of service which the ECM accompanies wherein the DHCTSE processes the ECM if authorized 
(Wasilewski et al. [0139]; Provisional '575 [24:20-25:8]). 

As to claim 3, the claimed "comprising means for receiving a command notifying the 
device of updating of the parameters stored in the storage means" is met by "[t]he task of EMM 
manager 407 is to respond to EMMs which add or remove entitlement agents and to EMMs 
which modify the authorizations for an entitlement agent" (Wasilewski et al. [0088]; Provisional 
'575 [15:18-29]). 
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As to claim 6, the claimed "wherein the device is capable of receiving commands from a 
configuring application" is met by "[t]he task of EMM manager 407 is to respond to EMMs 
which add or remove entitlement agents and to EMMs which modify the authorizations for an 
entitlement agent" (Wasilewski et al. [0088]; Provisional '575 [15:18-29]). 

As to claim 12, the claimed "arranged to receive requests from a plurality of client 
applications for a plurality of parameters" is met by "applications running on DHCT 333 which 
use the conditional access system and DHCTSE 627" (Wasilewski et al [0137]; Provisional '575 
[23:15-18]) wherein DHCTSE 627 provides encryption, decryption, digest, and digital signature 
services for such applications executing on DHCT (Wasilewski et al. [0139]; Provisional '575 
[23:20-24:8]) with associated parameters. 

As to claim 13, the claimed "said manipulation means arranged to operate under the 
control of the device to manipulate data" is met by using entitlement information to determine 
whether DHCT receiving the ECM has an entitlement of the instance of service and, if 
authorized, processing ECM data and providing the control word to a service decryptor module 
(Wasilewski et al. [00139]; Provisional '575 [23:20-24:8]). The claimed "and said means for 
storing parameters associated with the manipulation protocol" is met by memory containing 
keys, entitlement information, and executable code (Wasilewski et al. [0192-0195]; Provisional 
'575 [33:3-34:7]). 

As to claim 16, note the Wasilewski et al. reference that discloses a conditional access 
system. The claimed "means for manipulating data received by the receiver/decoder according 
to a manipulation protocol" is met by "DHCTSE 627 uses the entitlement information to 
determine whether DHCT 333 receiving the ECM has an entitlement for the instance of the 



Application/Control Number: 09/601,591 Page 8 

Art Unit: 2617 

service which the ECM accompanies; if it does, DHCTSE 627 processes the ECM, and provides 
the control word to service decryptor module 625 for decrypt and descramble services" 
(Wasilewski et al. [0139]; Provisional '575 [23:20-24:8]). The claimed manipulation protocol 
"which is configurable in dependence on the conditional access system" is met by "EMMs that 
modify an entitlement agent's authorization information are made in response to modification 
information 403 provided by the entitlement agent or required by the network operator. . .The EA 
modification information 403 contained in the EMM goes, however, to EMM manager 407, 
which uses the information to modify the authorization information for the entitlement agent in 
DHCT 333" (Wasilewski et al. [0089]; Provisional '575 [16:1-1 1]). The claimed "means for 
storing parameters associated with the manipulation protocol" is met by . .storage provides a 
place to store the entitlement agent's public key, the authorization information for the services 
and service instances provided by the entitlement agent, and the MSKs provided by the 
entitlement agent" (Wasilewski et al. [0091]; Provisional '575 [16:25-17:8]). The claimed 
"receiving a command instructing configuration of the manipulation protocol in dependence on 
the conditional access system" is met by EA modification information for modifying the 
authorization information for the entitlement agent in DHCT 333 (Wasilewski et al. [0089]; 
Provisional '575 [16: 1-1 1]). The claimed "retrieving a parameter from the storage means in 
dependence on the command" is met by the EA modification information used for modifications 
including adding or canceling services provided by the entitlement authority and changing the 
conditions under which access to instances of a given service will be granted (Wasilewski et al. 
[0089]; Provisional '575 [16:1-1 1]) wherein retrieval of such data is inherent to its modification. 
The claimed "outputting said parameter to the manipulation means for use in configuring the 
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manipulation protocol, whereby the manipulation means is not required to receive all parameters 
necessary to configure the manipulation protocol in dependence on all of the conditional access 
systems" is met by "DHCTSE 627 uses the entitlement information to determine whether DHCT 
333 receiving the ECM has an entitlement for the instance of the service which the ECM 
accompanies; if it does, DHCTSE 627 processes the ECM, and provides the control word to 
service decryptor module 625" (Wasilewski et al. [0139]; Provisional '575 [23:20-24:8]). 
Also note, that Wasilewski et al. reference discloses that the DHCTSE is functionally equivalent 
to a smart card wherein "DHCTSE 627 may be an integral part of DHCT 333 or it may be 
contained in a user-installable module such as a 'smart card'" (Wasilewski et al. [0190]), 
However, the Wasilewski et al. reference does not specifically disclose "wherein the 
manipulation means comprises a demultiplexer and a filter configured to filter the data received 
by the receiver/decoder, and wherein the manipulation protocol changes the filter to extract 
specific components of the received data." Now note the Tamer et al. reference discloses a 
conditional access filter as for a packet video signal inverse transport system. The claimed 
"wherein the manipulation means comprises a demultiplexer" is met by "[t]he detected 
frequency band may contain a plurality of time division multiplexed programs in packet form. 
To be useful, only packets fi*om a single program should be passed to the further circuit 
elements... The programmable registers and the received SCID register are coupled to respective 
input ports of a comparator circuit 15, and the received SCID is compared... If the SCID for a 
packet matches. . . the comparator 15 conditions a memory controller 17 to route that packet to a 
predetermined location. . ." (Tamer 3:26-53), such functionality equivalent and thus meeting to 
the claimed demultiplexer. The claimed "[wherein the manipulation means comprises] a filter 
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configured to filter the data received by the receiver/decoder, and wherein the manipulation 
protocol changes the filter to extract specific components of the received data" is met by "[a] 
further layer of coding may be instantly impressed on the entitlement information by including a 
conditional access code to permit/prohibit reception of the EMM and ECM data within 
respective packets, and thereby allow substantially instant permission/prohibition to certain 
programs. . . A matched filter or E-code decoder 30, is arranged to detect a subscriber specific bit 
pattern within the 128 bit header. If a match is detected the decoder communicates with the 
memory controller 17 and the smart card 3 1 to make the remainder of the entitlement payload 
available. . .The conditional access codes may be periodically changed if the matched filter 30 is 
made programmable. These codes may be periodically provided by the smart card" (Tamer 5:1- 
3 1). Therefore, the examiner submits that it would have been obvious to one of ordinary skill in 
the art at the time the invention was made to modify the Wasilewski et al. receipt of EMM and 
ECM data by DHCTSE (smart card equivalent) with the Tamer et al. demultiplexer and filter 
programmable by smart card for the purpose of "allow[ing] substantially instant 
permission/prohibition to certain programs" (Tamer 5:10-11) and the receipt of programming 
using a transmission scheme capable of transmitting a greater number of programming choices. 

As to claim 17, the claimed "wherein said parameter is output upon receipt of a command 
instructing output of said parameter" is met by DHCTSE referring to stored entitlement 
information to determine if DHCT has an entitlement to receive the instance of service which the 
ECM accompanies wherein the DHCTSE processes the ECM if authorized (Wasilewski et al. 
[0139]; Provisional '575 [23:20-24:8]). 
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As to claim 18, the claimed "comprising the step of receiving a command notifying the 
device of updating of the parameters stored in the storage means" is met by "[t]he task of EMM 
manager 407 is to respond to EMMs which add or remove entitlement agents and to EMMs 
which modify the authorizations for an entitlement agent" (Wasilewski et al. [0088]; Provisional 
'575 [15:18-29]). 

As to claim 21, the claimed "wherein commands are received from a configuring 
application" is met by "[t]he task of EMM manager 407 is to respond to EMMs which add or 
remove entitlement agents and to EMMs which modify the authorizations for an entitlement 
agent" (Wasilewski et al. [0088]; Provisional '575 [15:18-29]). 

As to claim 27, the claimed "wherein requests are received from a plurality of client 
applications for a plurality of parameters" is met by "applications running on DHCT 333 which 
use the conditional access system and DHCTSE 627" (Wasilewski et al. [0137]; Provisional '575 
[23:15-18]) wherein DHCTSE 627 provides encryption, decryption, digest, and digital signature 
services for such applications executing on DHCT (Wasilewski et al. [0139]; Provisional '575 
[23:20-24:8]) with associated parameters. 

5. Claims 4-5, 7, 19-20, 22, 28-29, 33-36, and 40 are rejected under 35 U.S.C. 103(a) as 
being unpatentable over Wasilewski et al. (US 2002/0044658 Al of record) in further view of 
Tamer et al. (US 6,671,881 Bl) and Newby et al. (US 5,796,829 of record). 

As to claim 4, the claimed "wherein said parameters include an identifier of the 
conditional access system currently being used by the receiver/decoder " Note the Wasilewski et 
al. reference discloses a conditional access system with different types of conditional access 
messages wherein the headers contain an identifier for the conditional access system and an 
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identifier for the type of security algorithm used with the message, including encryption of the 
message and authentication of its contents (Wasilewski et al. [0161-0165]; Provisional '575 
[27:10-20]) wherein "in interpreting ECMs, DHCTSE 627 uses the entitlement information to 
determine whether DHCT 333 receiving the ECM has an entitlement for the instance of the 
service which the ECM accompanies; if it does, DHCTSE 627 processes the ECM, and provides 
the control word to service decryptor module 625 in a form that it may use to decrypt or 
descramble services" (Wasilewski et al, [00139]; Provisional '575 [24:20-25:8]). However, the 
Wasilewski et al. reference is silent as to the ECM processing method. Now note the Newby et 
al. reference that discloses a conditional access system wherein upon determining that the 
receiver is authorized, "...conditional access controller 32 provides appropriate cryptographic 
information 42 to the decryptor 3 1 to thereby enable the decryptor 3 1 to decrypt the received 
encrypted information segments 23... cryptographic information 42 includes the session key K 
and cryptographic data for defining the algorithm A or B utihzed in the conditional access 
process" (Newby 6:31-45) wherein a status signal enabling access and data identifying the 
conditional access process used is used to retrieve cryptographic information from memory 
(Newby 9:1-41). Therefore, the examiner submits that it would have been obvious to one of 
ordinary skill in the art at the time the invention was made to modify the Wasilewski et al. 
decryption if authorized with the Newby et al. conditional access system ID for the purpose of 
allowing the decryptor to correctly decrypt information by using the correct conditional access 
system. 

As to claim 5, please see rejection of claim 4. 
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As to claim 7, the claimed "wherein the device is capable of changing an identifier of the 
conditional access system currently being used by the receiver/decoder in response to a 
command from the configuring application." Note the Wasilewski et al. reference discloses a 
conditional access system with different types of conditional access messages wherein the 
headers contain an identifier for the conditional access system and an identifier for the type of 
security algorithm used with the message, including encryption of the message and 
authentication of its contents (Wasilewski et al. [0161-0165]; Provisional '575 [27:10-20]) 
wherein "in interpreting ECMs, DHCTSE 627 uses the entitlement information to determine 
whether DHCT 333 receiving the ECM has an entitlement for the instance of the service which 
the ECM accompanies; if it does, DHCTSE 627 processes the ECM, and provides the control 
word to service decryptor module 625 in a form that it may use to decrypt or descramble 
services" (Wasilewski et al. [00139]; Provisional '575 [24:20-25:8]). However, the Wasilewski 
et al. reference is silent as to the ECM processing method. Now note the Newby et al. reference 
that discloses a conditional access system wherein upon determining that the receiver is 
authorized, "...conditional access controller 32 provides appropriate cryptographic information 
42 to the decryptor 3 1 to thereby enable the decryptor 3 1 to decrypt the received encrypted 
information segments 23 . . . cryptographic information 42 includes the session key K and 
cryptographic data for defining the algorithm A or B utiUzed in the conditional access process" 
(Newby 6:31-45) wherein a status signal enabling access and data identifying the conditional 
access process is used to retrieve cryptographic information from memory (Newby 9:1-41). 
Therefore, the examiner submits that it would have been obvious to one of ordinary skill in the 
art at the time the invention was made to modify the Wasilewski et al. decryption if authorized 
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with the Newby et al. conditional access system ED for the purpose of allowing the decryptor to 
correctly decrypt information by using the correct conditional access system. Also note that a 
change occurs when the system decrypts a new stream of data that is encrypted using a different 
conditional access system. 

As to claim 19, the claimed "wherein said parameters include an identifier of the 
conditional access system currently being used by the receiver/decoder." Note the Wasilewski et 
al. reference discloses a conditional access system with different types of conditional access 
messages wherein the headers contain an identifier for the conditional access system and an 
identifier for the type of security algorithm used with the message, including encryption of the 
message and authentication of its contents (Wasilewski et al. [0161-0165]; Provisional '575 
[27:10-20]) wherein "in interpreting ECMs, DHCTSE 627 uses the entitlement information to 
determine whether DHCT 333 receiving the ECM has an entitlement for the instance of the 
service which the ECM accompanies; if it does, DHCTSE 627 processes the ECM, and provides 
the control word to service decryptor module 625 in a form that it may use to decrypt or 
descramble services" (Wasilewski et al. [00139]; Provisional '575 [24:20-25:8]). However, the 
Wasilewski et al. reference is silent as to the ECM processing method. Now note the Newby et 
al. reference that discloses a conditional access system wherein upon determining that the 
receiver is authorized, "...conditional access controller 32 provides appropriate cryptographic 
information 42 to the decryptor 3 1 to thereby enable the decryptor 3 1 to decrypt the received 
encrypted information segments 23 . . . cryptographic information 42 includes the session key K 
and cryptographic data for defining the algorithm A or B utiUzed in the conditional access 
process" (Newby 6:31-45) wherein a status signal enabling access and data identifying the 
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conditional access process used is used to retrieve cryptographic information from memory 
(Newby 9:1-41). Therefore, the examiner submits that it would have been obvious to one of 
ordinary skill in the art at the time the invention was made to modify the Wasilewski et al. 
decryption if authorized with the Newby et al. conditional access system ID for the purpose of 
allowing the decryptor to correctly decrypt information by using the correct conditional access 
system. 

As to claim 20, please see rejection of claim 19, 

As to claim 22, the claimed "wherein an identifier of the conditional access system 
currently being used by the receiver/decoder is changed in response to a command from the 
configuring application." Note the Wasilewski et al. reference discloses a conditional access 
system with different types of conditional access messages wherein the headers contain an 
identifier for the conditional access system and an identifier for the type of security algorithm 
used with the message, including encryption of the message and authentication of its contents 
(Wasilewski et al. [0161-0165]; Provisional '575 [27:10-20]) wherein "in interpreting ECMs, 
DHCTSE 627 uses the entitlement information to determine whether DHCT 333 receiving the 
ECM has an entitlement for the instance of the service which the ECM accompanies; if it does, 
DHCTSE 627 processes the ECM, and provides the control word to service decryptor module 
625 in a form that it may use to decrypt or descramble services" (Wasilewski et al. [00139]; 
Provisional '575 [24:20-25:8]). However, the Wasilewski et al. reference is silent as to the ECM 
processing method. Now note the Newby et al. reference that discloses a conditional access 
system wherein upon determining that the receiver is authorized, "... conditional access 
controller 32 provides appropriate cryptographic information 42 to the decryptor 31 to thereby 
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enable the decryptor 3 1 to decrypt the received encrypted information segments 
23 . . .cryptographic information 42 includes the session key K and cryptographic data for 
defining the algorithm A or B utilized in the conditional access process" (Newby 6:31-45) 
wherein a status signal enabling access and data identifying the conditional access process is 
used to retrieve cryptographic information fi-om memory (Newby 9:1-41). Therefore, the 
examiner submits that it would have been obvious to one of ordinary skill in the art at the time 
the invention was made to modify the Wasilewski et al. decryption if authorized with the Newby 
et al. conditional access system ID for the purpose of allowing the decryptor to correctly decrypt 
information by using the correct conditional access system. Also note that a change occurs when 
the system decrypts a new stream of data that is encrypted using a different conditional access 
system.. 

As to claim 28, note the Wasilewski et al. reference that discloses a conditional access 
system. The claimed "receiver/decoder including means for storing parameters associated with 
manipulating data received by the receiver/decoder" is met by "EA modification information 403 
contained in the EMM goes, however, to EMM manager 407, which uses the information to 
modify the authorization information for the entitlement agent in DHCT 333 . modifications 
include adding or canceling services provided by the entitlement authority and changing the 
conditions under which access to instances of a given service will be granted" (Wasilewski et al. 
[0089]; Provisional '575 [16: 1-1 1]) wherein "storage provides a place to store the entitlement 
agent's public key, the authorization information for the services and service instances provided 
by the entitlement agent, and the MSKs provided by the entitlement agenf (Wasilewski et al. 
[0091]; Provisional *575 [16:25-17:8]). The claimed "and at least one application or further 
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device" is met by executable code for performing processes necessary for the receiver/decoder to 
view conditional access information, wherein code is contained in memory (Wasilewski et al. 
[0191-0196]; Provisional '575 [32:21-34:17]). Note, the Wasilewski et al. reference discloses 
conditional access messages including an identifier for the conditional access system and an 
identifier for the type of security algorithm used with the message (Wasilewski et al. [0160- 
0168]; Provisional '575 [27:10-28:4]). However, the Wasilewski et al. reference is silent as to 
the generation and outputting of an identifier. Now note, the Newby et al. reference that also 
discloses a conditional access system. The claimed "means for outputting said identifier to said 
at least one appUcation or further device" is met by "[i]n the conditional access controller of Fig. 
4, the status signal 84 includes both an enable signal and data identifying either condition access 
process A or conditional access process B as the conditional access process used for encrypting 
the information segment identified in the service request signal 40" wherein the corresponding 
cryptographic data is retrieved from memory (Newby 9: 1-41) wherein it is inherent that an 
identifier be generated for the at least one parameter for successful retrieval. Therefore, the 
examiner submits that it would have been obvious to one of ordinary skill in the art at the time 
the invention was made to modify the Wasilewski et al. conditional access system with plural 
conditional access systems and security algorithms with the Newby et al. identifiers for the 
purpose of providing a means for processing received data signals using difference conditional 
access systems efficiently. Also note, that Wasilewski et al. reference discloses that the 
DHCTSE is functionally equivalent to a smart card wherein "DHCTSE 627 may be an integral 
part of DHCT 333 or it may be contained in a user-installable module such as a 'smart card'" 
(Wasilewski et al. [0190]). However, the Wasilewski et al. reference does not specifically 
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disclose "wherein manipulating data received by the receiver/decoder comprises filtering the 
received data to extract specific components of the received data." Now note the Tamer et al. 
reference discloses a conditional access filter as for a packet video signal inverse transport 
system. The claimed "wherein manipulating data received by the receiver/decoder comprises 
filtering the received data to extract specific components of the received data" is met by "[a] 
ftjrther layer of coding may be instantly impressed on the entitlement information by including a 
conditional access code to permit/prohibit reception of the EMM and ECM data within 
respective packets, and thereby allow substantially instant permission/prohibition to certain 
programs. . . A matched filter or E-code decoder 30, is arranged to detect a subscriber specific bit 
pattern within the 128 bit header. If a match is detected the decoder communicates with the 
memory controller 17 and the smart card 3 1 to make the remainder of the entitlement payload 
available... The conditional access codes may be periodically changed if the matched filter 30 is 
made programmable. These codes may be periodically provided by the smart card" (Tamer 5:1- 
31). Therefore, the examiner submits that it would have been obvious to one of ordinary skill in 
the art at the time the invention was made to modify the Wasilewski et al. receipt of EMM and 
ECM data by DHCTSE (smart card equivalent) with the Tamer et al. demuhiplexer and filter 
programmable by smart card for the purpose of "allow[ing] substantially instant 
permission/prohibition to certain programs" (Tamer 5:10-11). 

As to claim 29, the claimed "receiver/decoder being operable with different condition 
access systems" is met by conditional access messages including an identifier for the conditional 
access system and an identifier for the type of security algorithm used with the message 
(Wasilewski et al. [0160-0168]; Provisional '575 [27:10-28:4), The claimed "said parameters 
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being associated with manipulating data received by the receiver/decoder according to a 
manipulation protocol which is configurable in dependence on the conditional access system" is 
met by the retrieval of parameters corresponding to a conditional access system used in the 
received stream as discussed in the rejection of claim 28. 

As to claim 33, the claimed "arranged to store a plurality of parameters, each having a 
respective assigned identifier" is met by that discussed in the rejection of claim 28. 

As to claim 34, the claimed "said means for storing parameters associated with the 
manipulation of data received by the receiver/decoder, and said further device or said 
application" is met by the storage of manipulation parameters as discussed in the rejection of 
claim 28. 

As to claims 35-36, please see rejections of claims 28-29. 

As to claim 40, please see rejection of claim 33. 
6. Claims 8-11, 14-15, and 23-26 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Wasilewski et al. (US 2002/0044658 Al of record) in further view of Tamer et al. (US 
6,671,881 Bl) and Brooks et al. (US 5,973,684 of record). 

As to claim 8, the claimed "wherein each said parameter comprises at least one byte of a 
section of a data packet to be received by the receiver/decoder" Note the Wasilewski et al 
reference discloses a receiver with a plurality of conditional access systems. Also note, the 
Wasilewski et al. reference discloses receiving a MPEG-2 transport stream (Wasilewski et al. 
[0131]; Provisional '575 [22:10-22]). However, the Wasilewski et al. reference does not 
specifically disclose the manner in which the transport stream is processed. Now note the 
Brooks et al. reference that discloses a digital entertainment terminal providing dynamic 
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execution in video dial tone networks wherein the digital entertainment terminal receives and 
processes MPEG-2 encoded information (Brooks 5:54-6:34). The Brooks et al. reference further 
discloses "[wjithin a transport stream, a program association table (packet PID 0) maps each 
program source with the PID value associated with a program map table (PMT) related to that 
source. . .The program map, in turn, specifies the PID values for packets containing video, audio 
and/or data from the particular source" (Brooks 6:61-7:8) wherein PID values may represent 
video, audio, closed captioning, data, conditional access data (Brooks 6:44-60; 7:9-17). "Once 
the DET identifies and captures the program map table, the program decoder can extract the 
video elementary stream, the audio elementary stream(s) and any associated data stream for 
decoding of the programming" (Brooks 7:18-25). Therefore, the examiner submits that it would 
have been obvious to one of ordinary skill in the art at the time the invention was made to further 
modify the Wasilewski et al. conditional access system with MPEG-2 transport streams with the 
Brooks identifiers of various data for the purpose of capturing and decoding particular programs 
within a MPEG-2 transport stream. 

As to claims 9-11, please see rejection of claim 8. 

As to claim 14, the claimed "wherein said manipulation means comprises a demultiplexer 
and filter operable to filter specific components of data from the data received by the receiving 
means." Note the Wasilewski et al. reference discloses a MPEG-2 transport stream and 
demultiplexer (Wasilewski et al. [0062, 0131]; Provisional '575 [10:3-15,22:10-22]). However, 
the Wasilewski et al. reference does not specifically disclose how the MPEG-2 transport stream 
is processed. Now note the Brooks et al. reference that discloses a digital entertainment terminal 
providing dynamic execution in video dial tone networks. The Brooks et al. reference discloses 
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decryptor module decrypting the packets identified by appropriate PIDs [filtered], as directed by 
microprocessor, in the data stream, when authorized (Brooks 19:44-20:51). Therefore, the 
examiner submits that it would have been obvious to one of ordinary skill in the art at the time 
the invention was made to modify the Wasilewski et al. conditional access system with MPEG-2 
transport streams with the Brooks et al. decrypting of appropriate PID packets for the purpose of 
providing a means for decrypting and displaying particular programs within the transport stream. 

As to claim 15, the claimed "wherein the manipulation protocol changes the filter so that 
only specific components of the data received by the receiving means are downloaded by the 
receiver/decoder" is met by the combination of claim 14, wherein DHCTSE controls access to 
transmitted programming wherein a selection of a different program would require modifying the 
filter to detect a new set of PIDs corresponding to the newly selected program. 

As to claim 23, the claimed "wherein each said parameter comprises at least one byte of a 
section of a data packet to be received by the receiver/decoder" Note the Wasilewski et al 
reference discloses a receiver with a plurality of conditional access systems. Also note, the 
Wasilewski et al. reference discloses receiving a MPEG-2 transport stream (Wasilewski et al. 
[0131]; Provisional '575 [22: 10-22]). However, the Wasilewski et al. reference does not 
specifically disclose the manner in which the transport stream is processed. Now note the 
Brooks et al. reference that discloses a digital entertainment terminal providing dynamic 
execution in video dial tone networks wherein the digital entertainment terminal receives and 
processes MPEG-2 encoded information (Brooks 5:54-6:34). The Brooks et al. reference further 
discloses "[w]ithin a transport stream, a program association table (packet PID 0) maps each 
program source with the PID value associated with a program map table (PMT) related to that 
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source. . .The program map, in turn, specifies the PID values for packets containing video, audio 
and/or data from the particular source" (Brooks 6:61-7:8) wherein PID values may represent 
video, audio, closed captioning, data, conditional access data (Brooks 6:44-60; 7:9-17). "Once 
the DET identifies and captures the program map table, the program decoder can extract the 
video elementary stream, the audio elementary stream(s) and any associated data stream for 
decoding of the programming" (Brooks 7:18-25). Therefore, the examiner submits that it v^ould 
have been obvious to one of ordinary skill in the art at the time the invention was made to further 
modify the Wasilewski et al. conditional access system with MPEG-2 transport streams with the 
Brooks identifiers of various data for the purpose of capturing and decoding particular programs 
within a MPEG-2 transport stream. 

As to claims 24-26, please see rejection of claim 23. 
7. Claims 30-32 and 37-39 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Wasilewski et al. (US 2002/0044658 Al of record) in further view of Tamer et al. (US 6,671,881 
Bl), Newby et al. (US 5,796,829 of record), and Brooks et al. (US 5,973,684 of record). 

As to claim 30, the claimed "wherein said at least one parameter comprises an identifier 
of a data packet to be received by the receiver/decoder." Note the Wasilewski et al and Newby 
et al. combination discloses a receiver with a plurality of conditional access systems with 
identifiers. Also note, the Wasilewski et al. reference discloses receiving a MPEG-2 transport 
stream (Wasilewski et al. [0131]; Provisional '575 [22:10-22]). However, the Wasilewski et al. 
reference does not specifically disclose the manner in which the transport stream is processed. 
Now note the Brooks et al. reference that discloses a digital entertainment terminal providing 
dynamic execution in video dial tone networks wherein the digital entertainment terminal 
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receives and processes MPEG-2 encoded information (Brooks 5:54-6:34). The Brooks et al. 
reference further discloses "[w]ithin a transport stream, a program association table (packet PID 
0) maps each program source with the PID value associated with a program map table (PMT) 
related to that source. . .The program map, in turn, specifies the FED values for packets containing 
video, audio and/or data from the particular source" (Brooks 6:61-7:8) wherein PID values may 
represent video, audio, closed captioning, data, conditional access data (Brooks 6:44-60; 7:9-17). 
"Once the DET identifies and captures the program map table, the program decoder can extract 
the video elementary stream, the audio elementary stream(s) and any associated data stream for 
decoding of the programming" (Brooks 7:18-25). Therefore, the examiner submits that it would 
have been obvious to one of ordinary skill in the art at the time the invention was made to further 
modify the Wasilewski et al. and Newby et al combination with the Brooks identifiers of various 
data for the purpose of capturing and decoding particular programs within a MPEG-2 transport 
stream. 

As to claim 31, please see rejection of claim 30. 
As to claim 32, please see rejection of claim 30. 
As to claims 37-39, please see rejection of claims 30-32, 

Conclusion 

8. The prior art made of record and not reUed upon is considered pertinent to applicant's 
disclosure. 

The Campinos et al. reference (US 6,035,038) discloses a conditional access system and 
smartcard allowing such access. 
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The Chaney reference (US 6,035,037) discloses a system for processing a video signal 
via series-connected high speed signal processing smart cards. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Johnny Ma whose telephone number is (571) 272-735 1 . The 
examiner can normally be reached on 8:00 am - 5:00 pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Chris Kelley can be reached on (571) 272-733 1 . The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an appHcation may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). 




